
Job Title: IT Security Specialist   

Reports to: The Joint Chief Executive Officer, CHiPS 

Number of Positions: 1 

Responsibility Summary: 

Chhattisgarh Infotech Promotion Society, Government of Chhattisgarh invites applications from 

enterprising and aspiring candidates for the position of IT Security Specialist in Chhattisgarh Infotech 

Promotion Society (CHiPS: www.chips.gov.in), the nodal agency and prime mover for propelling IT 

growth & implementation of the IT & e-Governance projects in the State of Chhattisgarh. CHiPS is 

involved in the end-to-end implementation of some mega IT Projects like, SDC, SSDG, SWAN, GIS, 

SETU, e-Procurement, BharatNet etc. A professional approach is being adopted for the 

implementation of IT Projects using the services of e-governance experts and consultants from 

corporate and academia. ICT has the potential to significantly improve this contribution. In doing so, 

Government of Chhattisgarh seeks to create an IT environment in the state wherein investments in IT 

are not only encouraged but actively facilitated. We aim to achieve quality and excellence in state 

government services to citizens, state transactions with citizens and businesses, and internal state 

governmental operations/functions through the strategic deployment of information technologies.  

The candidate should fulfil the mandatory requirements listed below, and should embody a rich 

combination of the requirements listed as desired. 

Mandatory: 

Educational qualification: Possession of a master’s degree in the field of Information and 

Communication Technologies Security recognised by or under the regulations etc. of relevant 

regulatory body, obtained upon successful completion of studies (excluding studies in distance 

education mode) as a regularly enrolled student with papers including one or a combination of the 

following: Advanced Information Security, Network Defence, System Security, Security for Smart 

Devices, Cryptography; in respect of degrees or diplomas awarded abroad, candidate should submit 

relevant details establishing equivalence with the above qualification, and the decision of the 

Selection Committee regarding the acceptability of such qualification as equivalent qualification shall 

be final. 

 

Age: Candidate should be energetic and dynamic as the job profile would entail extensive interaction 

with various stakeholders and should be result-oriented. S/he should not be more than 30 years of for 

CG State domicile (27 years for other state) of age on the date of issue of the recruitment notice. 

 

Experience: At least 3 years of experience of managing security for large IT Infrastructure with some 

research experience in computer security. The candidate must have independently worked in IT 

Security involving latest technologies with global exposure. They should be strong in the assessment 

of project needs and their resolutions, system integration, quality assurance besides handling large 

project teams. They should have exposure to developing security strategies, network defence and 

countermeasures, excellent knowledge of information security, networks, network devices and 

network monitoring tools. 

 

Job Description 

 Responsible for maintaining required level of network security in the organisation. 

 Responsible for network uptime, security, performance, monitoring and other related services. 

Ensure Implementation and periodic updating of security Policy. Review and ensure 

implementation of procedures for maintaining and safeguarding cryptographic keys. Ensure 

implementation /establishment of a process for safeguarding authentication devices against 

interference loss and theft. Periodic reviews of domain level rights and privileges. 

Maintenance of an updated knowledge base for all thepublished security vulnerabilities and 

virus threat. Responding to the security breaches or other security incidents. 

http://www.chips.gov.in/


 Review, analyse and resolve incident reports leading to disruption, downtime andsecurity 

violations. 

 Work with state government department to gauge and create demand of strategicsolutions and 

fulfil the same. Must have the ability to reach out and work with thesenior government 

official in various departments. 

 To manage implementation of identified projects based on a broad and detailedknowledge of 

current and emerging technologies and to provide technical input intoprojects undertaken by 

or impacting on organisation. 

 To advise and inform management, departments and Members on technical issues aspart of 

the decision-making process for technical direction and procurement of newsystems. 

 To liaise with external suppliers and support agencies for the ongoing support 

andmaintenance of relevant hardware and software; thereby ensuring that all work 

andchanges are performed in such a way as to minimise all disruption to existing businessuse. 

 Ensure Designing/Solutioning and Implementation of world class IT Infrastructure -Data 

Center, WAN, LAN and communications systems and related infrastructurealong with 

partners. 

 Define and roll-out of the IT Policies and Processes related to IT Infrastructure andEnd User 

Computing Devices. 

 Manage strategic initiatives or specific projects and ensure that operating project isrunning 

efficiently with optimized usage of organisations resources. 

 Develop, implement and maintain a comprehensive system to monitor and enforce 

theorganisation's security policies, procedures and guidelines. Work with internalauditors and 

outside consultants to conduct thorough and independent physical andinformation security 

audits. 

 Excellent knowledge of infrastructure technologies, architectures, standards andprocesses, 

and a good understanding of infrastructure engineering processes. 

 

Desirable:  

 Server Administration, Network Administration including Internet, e-mail andsecurity system 

administration. 

 Servers and cluster configuration and management at Data Center. 

 Email/MS Exchange configuration and domain management. 

 Assist software development team for backup and recovery of data base and applications for 

keeping up to date backups. 

 Effective supervision and administration of LAN and WAN connectivity. 

 Troubleshooting and resolving the issues related to Data centre and other vendors for 

providing efficient and uninterrupted services. 

 Planning storage capacity, archiving, backup and recovery procedures foruninterrupted 

functioning of the IT infrastructure. 

 Working closely with IT project managers, DBA and web developers. 

 Cyber security procedure through protection from virus and intrusion, spam andphishing etc. 

using UTM appliances and other methods for optimum usage of the resources. 

 Management of policies related to hardware and software requirements. Supervising security 

audit requirements. 

 Management of proper documentation related to system/network security. 

 Any other IT consultancy/ Advisory service that may be required. 

 

Selection Process 

 Selection Process for the positions would be as below: 

1. Out of the total applications, 5 or more shortlisted candidates will be called forinterview. 

2. Candidate will be selected based on personal interview by Selection Committee. 

 

Interview marks – 100  


